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Multi-factor Authentication  

Log-In User Guide 

CWOPA Users  

(Accessing via Internet) 
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About Multi-factor Authentication (MFA) 

What is Multi-factor 
Authentication? 

Why is the change 
needed? 

How does this affect 
my login process and 
how long will it take 
to complete?  

MFA is an advanced security feature to protect the identity of 
citizens. An additional layer of security has been added through 
the use of a MFA solution to enhance secure access 
mechanisms to citizens’ personal information.  

The Commonwealth of Pennsylvania has taken measures to 
protect citizens’ personal information. MFA has been 
implemented to ensure the identity of citizens are protected on 
state agency sites. 

You will set-up 3 security questions with answers and a 6 digit 
security PIN associated  with your account. This process should 
only take a moment to complete (after 1st log in). 

Note: MFA is only applicable for CWOPA users accessing eCIS via the Internet 



 > www.dpw.state.pa.us   > 

www.dhs.state.pa.us 

6/26/2015 3 

Logging in with MFA  

1 
Click on the URL to access the log-in page of the application and 
select your User Type (Commonwealth Employee Login)  

https://intraapps.dpw.state.pa.us/mci 

https://intraapps.dpw.state.pa.us/mci
https://intraapps.dpw.state.pa.us/mci
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Logging in with MFA  

2 
Enter in your Username and Password on the login screen and 
click LOGIN 

If you have forgotten your Password, 
use the link under the Self-service for 
Commonwealth Employees located 
beneath the login fields  
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Logging in with MFA  

3a 
Create Security Questions (1st time set-up only) and click NEXT   

 During your enrollment 
process, you will set up 3 
security questions with 
answers  

 This is a one-time set-up 
only  

 For subsequent logins, go 
to the next slide  
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Logging in with MFA  

3b 
Answer Security Questions (subsequent logins) and click 
CONTINUE  

 Enter in your answers for 
the security questions you 
set-up during enrollment 

 FYI, the ‘Unhide entries’ 
link will display your 
answers 
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Logging in with MFA  

4a Create Security PIN (1st time set-up only) and click NEXT   

 During your enrollment 
process, you will set up a 6 
digit numeric security PIN 

 Follow the guidelines 
provided in the screen    
(ex. do not use your 
employee number; does 
not contain your phone 
number, etc)    

 For subsequent logins, go 
to the next slide  
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Logging in with MFA  

4b Enter Security PIN (subsequent logins) and click SUBMIT 

 Enter in your 6 digit 
numeric PIN that you set-
up during enrollment 

 If you forgot your PIN, use 
the Forgot PIN? Hyperlink 
provided on the page 

 Go to slide 13 for sample 
email notification of PIN 
reset  
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Logging in with MFA  

5 
Select your Security Option and click CONTINUE   

 Select Private if you are logging in from your personal laptop or a device provided 
to you by your employer  

 Select Public if you are logging in from any public computer such as a library or a 
hotel business center 
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Logging in with MFA  

Successfully access 
the application!  
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Support  

If you have additional questions 
and/or continuing to experience 
issues, please call 1-800-281-5340 
for additional support.                   

For any questions and/or issues, 
please refer to the FAQ document 
located here. 

FAQ 

http://www.dhs.state.pa.us/cs/groups/webcontent/documents/document/c_193044.pdf
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Appendix – Sample Email Notifications  

During the MFA login process, you may receive the following automated email 
notification: 

For new enrollment: 
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Appendix – Sample Email Notifications  

During the MFA login process, you may receive the following automated email 
notification: 

For PIN resets: 


